
Securing Remote Work with E3 

Domain Security 

1. SPF (Accurately authenticated and aligned) 

2.  DKIM (Rotate to keep alive) 

3. DMARC (Fully configured) 

M365 Tenant Security 

1. Disable Basic or legacy authentication 

2. Disable SMTP Auth protocol 

3. Limit external sharing 

4. Configure Conditional Access 

5. Configure retention policies 

6. Configure Microsoft 365 purview (Compliance) policies 

7. Configure Information protection 

Endpoint Protection 

8. Create a workspace 

9. Configure Company Portal 

10. Enroll all devices under AzureAD 

11. Configure Bit locker policies  

12. Configure Application protection policies 

13. Configure device configuration policies 

14. Configure security policies 

15. Configure Windows Information Protection 

Email Protection 

16. Configure Malware protection policies 

17. Configure Spam filtering policies 

18. Configure Anti-phish policies 

19. Configure Quarantine policies 

20. Configure Anti-spoof policies 

21. Configure Safe-link policies 

22. Configure Safe-Attachment policies 

23. Configure Transport rules 

24. Disallow user to set auto-forwarding to external or public domains 

Compliance 

25. Configure Data retention policies 

26. Configure and validate SharePoint sharing 

27. Configure Data Loss Prevention (DLP) policies (Emails only) 

28. Configure Auto Expanding archiving 

29. Configure clean-up policies 

30. Configure Self Service Password Reset 



31. Configure Windows Hello for Business 

32. Configure Litigation Hold 


